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Overview 

• Problem – How bad is it? 

• History – How did we get into this mess? 

• Solution 1 – What can we do about it? 

• Solution 2 – What does the government do about it? 
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2013-2016 

• Target breach (“Citadel”) 

• OMB breach (China) 

• Anthem breach (China) 

• Clinton campaign hack and dump (WikiLeaks) 

• IoT device exploit and botnet (“Mirai”) 

• Dyn ISP distributed denial-of-service attack (“Mirai”) 
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2017 

• NSA tools release (Shadow Brokers) 

• Windows XP exploit ransomware (“WannaCry”) 

• Ukraine infrastructure attack/ransomware(“Petya”) 

• Cloudflare customer data leak (“Cloudbleed”) 

• Macron campaign hack and dump (Fancy Bear) 

• Equifax KBA exploit and breach (TBD) 
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1960s…………………..2020s 
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Decade Network Technology Device Development 

1960s ARPANET Mainframes 

1980s TCP/IP Client-Servers  

1990s WWW Personal Computers 

2000s Social Media Apps Wireless Devices 

2010s Cloud Shared On-Demand Space 

2020s IoT Autonomous Devices 



1993…………………..2018 
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This Is Us 
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I A M 

• Identity and Access Management 
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I A M 

• What do you use? 

• What have others used? 
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I A M 
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I A M 

1. Be strong – Use strong and dedicated passwords 

2. Be aware – Know your accounts 

3. Beware – Check before you click 

4. Double up – Use two-way authentication 

5. Update – Keep software up to date 

6. Backup – Have important info elsewhere 

7. Unplug – Turn off devices when not needed 

8. Privacy, please - Sharing is not caring 
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FISMA 

• Federal Information Security Management Act of 
2002 

• Mandatory for all information systems owned or 
operated by a federal government agency in the 
executive or legislative branches, or by a contractor 
or other organization on behalf of a federal agency in 
those branches 

• Key security standards and guidelines include FIPS 
199, FIPS 200, and NIST SP 800-53 et al.  
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NIST-CSF 

novaturient LLC 20 

• National Institute of Standards and Technology – 
Cybersecurity Framework v.1.1 

• Voluntary industry adoption 
• Five Core Functions: 

– Identify 
– Protect 
– Detect 
– Respond 
– Recover 

• Basic risk management approach 
• Risks are probabilities related to specific threats, 

vulnerabilities, and consequences 
 



NIST-CSF 
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Conclusion 

• The bad news:  
– There is no 100% security, or privacy 
– The government can (and should) only do so much 

• The good news:  
– Even small measures make a difference: 

• Add a few extra characters to every password 
• Change passwords regularly, including hardware 
• Delete apps and accounts you don’t need 

– Everyone can decide which trade-offs to accept: 
• Convenience versus control 
• Cost versus benefit 
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