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Cyber Security

 What is Cyber Security for the Home?

— Protecting your WIFI Network from unwanted
‘users”

— Protecting your Personal Computers/Tablets
from external attack
 Insertion of programs that use your computers
» Protect from hard drive corruption or wipe
— Preventing Hackers from obtaining your

personal information, including Credit Card
information
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Protecting your WIFI Network

 If you have Internet from Verizon,
Comcast, Cox or other provider, you
probably have a broadcasting network!

« Comes with a Router

— Routers are “traffic cops” that “route” network
packets to the correct computer using TCP/IP

— You connect via hard wire (network [Ethernet]
cable) or using wireless (WI-FI)

— Even if you are totally “hard wired”, your Router
may be broadcasting!!

April 4, 2014



Home Networks
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Internet Routers
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Internet Cable
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Router Setup

« hitp://192.168.1.1 gets you to the Router
Login page (“password”)
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http://192.168.1.1/
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Create a new SSID using random upper case/lower
case letters and numerals and write it down!
(do not use special characters)

RI61Ksz98
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use Wi-Fi Protected Access version 2
(WPAZ2) encryption with Advanced
Encryption Standard (AES)
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Setting WPA2 with AES using a 10 character or more
random key (write it down!)

10+random
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Confirm by clicking “Apply”.

10+random
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Wait for it to happen.
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Getting Your Devices on the new Network

* You will need to go thru the network setup
of any wireless devices you use
— Laptops/Desktops
— Network Printers
— Games like WII, Xbox, Nintendo ...
— Smart Phones
— Any other device that depends on your network

« Keep your SSID and WPA2 Key in a safe
place

— You will need it to reconnect or add any
network device
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PROTECTING YOUR PERSONAL
COMPUTERS/TABLETS
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Primary Sources of Attack

* Network: unprotected wireless
— Protect with WPA2 or turn wireless off

— Your Router has a good “firewall”
« Network Address Translation (NAT): Does NOT accept incoming
connection attempts
« eMail
— Beware of attachments, especially .zip files, but including .exe,
.vbs, .com, and .bat
— Imbedded Web Links
* Hover mouse over “link” to see actual web address!
— Hoax emails
» Unbelievable stories (probably not true!) “chain” letters
» Offers to make money quick and “Hook up” offers

« Hacker web sites

— Watch carefully the root of a web site (mail.verizon.net is different

_ than verizon.mail.net!)
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Restrict the Use of Administrator!

* Never surf the net or read email when you
are an Administrator

— Have at least 2 IDs on your computer

* One normal ID that you use every day for most
functions like surfing the net or email

* One Administrator ID you use to install
programs/applications or perform privileged
functions
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eMails with .zip files!
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eMails from someone you know
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Junk eMails
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Hoax eMails — usually “chain” letter
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Use www.snopes.com to check Hoax
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http://www.snopes.com/

Make Money Fast!
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<< This URL may uniquely
identify you to the
hacker!!!
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“Hook-up” Offers
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Block Sender (Outlook)
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Block Sender (Verizon)
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PROTECTING YOUR PERSONAL
INFORMATION
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Internet Quiz

o Ifitis on the Internet, it must be true?

 No one can see my emails except the
person(s) | send it to?

 The Internet is free?
« If | use secure web (https://) | am safe?

 Where does my browser store |IDs and
Passwords | save?

* How does a store know who | am and
what | bought previously?
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Internet Quiz Answers

If it is on the Internet, it must be true?
— Wrong! Anyone can post anything! Learn which sites to trust.

No one can see my emails except the person(s) | send it to?
— Wrong, unless you send encrypted! And emails can be forwarded!

The Internet is free?
— Almost true. You pay your ISP and many sites use advertising.

If | use secure web (https://) | am safe?
— Not totally, but it's the best you can do.

* Where does my browser store IDs and Passwords | save?

How does a store know who | am and what | bought previously?
-- Cookies stored by your browser.
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Recommendations

« Secure your Wireless Router with WPA2

* Never allow your browser to “remember” your ID or
Password

« ALWAYS use secure web (https://) when entering an
|ID/Password, or any other financial or personal data

« Set your search page to secure https:
— https://www.google.com/

« Beware of eMails that sound too good to be true: it
probably isn’t true!

* Never open an attachment or click a link unless you are
positive it came from someone you trust!
— Don't trust the return email address
— If not sure, call them by phone to verify (don't reply)
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